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In this article we will cover how you can quickly test if you have resolution via a name server or not. Many times this My Subscription | Newsletters SUBMIT 


comes up, a DNS server is down; client loses IP connectivity and can"t resolve DNS, DNS cache poisoning, the list 
goes on. DNS problems are common. Using this handy guide you can quickly see how you can test to see if your 
system is "ok" and resolving names to IPs properly. 
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This article is laid out so that it will show you how to not only use the tools, but also how to pick them. This is helpful 

because to just learn the tool’s name and all the switches you can use with it may not be particularly helpful to you if 

you don’t know when you would use a particular switch with a command. | have seen this a million times in books Featured Products 
that are trying to drill this information into your head so that you remember it, problem is, if there is no scenario, you 

know, a real world — in the pits — scenario, pure memorization of the tool and its switches becomes pointless then 

because although you may have them memorized, how would you use them to resolve problems? 


Consider Ping. Why would you use a Ping command with a ( -a ) switch? Let's consider a problem where you would 
have to test DNS resolution, a user can’t get to an Internet website. Now, | know there are many ways you can test to 
establish what the problem is but let's assume we wanted to quickly see if DNS was the problem, we isolated the 
problem that far, it's definitely something wrong with DNS resolution. The DNS Cache was also flushed (ipconfig 
/flushdns which purges the DNS Resolver cache). So now, we will quickly test DNS with Ping? Yes, Ping witha 
particular switch can be used to solve a problem such as ‘why can’t we get to that URL, http://complntranet?’ Well, do 
you know if you have DNS resolution such as a HOST file entry or the company DNS server assignments in the 
TCP/IP configuration properties configured via a DHCP server? Test DNS on your local PC to make sure you aren’t 
the problem first. If you get a complaint that users can’t get to http://complntranet then you should make sure that you 
aren't the problem first. Make sure you have DNS resolution. You can do this many ways, but one of the ways you can 
do it with the Ping command is with the ping —a ip address command which will try to query resolve DNS to find out 
what the host name is. 


1. You have to see if DNS resolution is working you can see if the DNS server you are configured to query knows 
what it’s talking about. Using the NSLOOKUP command shows this information. 


C:\WINDOWS\SYSTENMB2>nslookup 
Default Server: ns3.srv.hewny.cv.net 
Address: 167.206.112.3 


> www.yahoo.com 
Server: ns3.srv.hcuny.cv.net 
Address: 167.206.112.3 


Non-authoritative answer: 
Name: www.yahoo.akadns.net Featured Freeware 
Addresses: 216.109.118.74, 216.109.118.75, 216.109.118.77, 216.109.117.110 


216.109.117.204, 216.109.117.205, 216.109.118.69, 216.109.118.71 Manapeingine! 
Niases: www.yahoo.com OpManager 
` n P nager me 
| 4 = = = = i 
2. When I query my local DNS server, | can see that Yahoo.com has multiple IP addresses that can be used. = | ` N NF. = “a | = 
3. Now, it’s possible to ping with the —a switch to also verify if DNS resolution is work. Pinging Yahoo’s IP BEER: iek p eS 
address with the —a switch produces the DNS name of the system. EE = —, 
: Monitor your network Monitor your Network, 
C:\WINDOWSI\SYSTEMB2>ping -a 216.109.118.74 bandwidth usage in real- Servers & Apps from a 
time. Download FREE Real- Single Console. 


Pinging p11.www.dcn.yahoo.com [216.109.118.74] with 32 bytes of data: Time Bandwidth Wonitor. 


Reply from 216.109.118.74: bytes=32 time=22ms TTL=51 
Reply from 216.109.118.74: bytes=32 time=25ms TTL=51 
Reply from 216.109.118.74: bytes=32 time=27ms TTL=51 
Reply from 216.109.118.74: bytes=32 time=32ms TTL=51 


Ping statistics for 216.109.118.74: 

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 
Approximate round trip times in milli-seconds: 

Minimum = 22ms, Maxmum = 32ms, Average = 26ms 


Although a simple example of using command line tools, we were able to also see why we would want to use them. 
See, so this guide does just sound like a machine telling you that ping is a command line tool that uses the ICMP 
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echo protocol to send packets to ... blah, blah, and blah! It's a useful guide to help you understand why you would use 
them as well. It also shows you why you would use such switches that are available with the most common tools! 
Hopefully this will help you know when to use each one and help you create that precision needed in your 
troubleshooting steps. We will be back next time with some command line tool tips. 
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